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E-SAFETY POLICY 

 

 

 

Introduction – The internet is now regarded as an essential resource to support 

teaching and learning.  The statutory curriculum requires pupils to learn how to 

locate, retrieve and exchange information using ICT.  In delivering the curriculum, 

teachers need to plan to integrate the use of communications technology such as 
web-based resources and e-mail and mobile learning, such as phones.  Computer 

skills are vital to access life-long learning and employment; indeed ICT is now seen as 

an essential life-skill. 

 

Young people have access to the internet from many places, home, school, friends’ 

homes, libraries and in some cases mobile phones.  Schools have a number of 

services to help ensure that the curriculum use is safe and appropriate, however, 

access out of school does not usually have these services and has a range of risks 

associated with its use.  Schools are ideally placed to help young people learn to 

become E-safe.  This template policy is therefore designed to help school consider 
the ways that they can not only ensure safe use in school, but also how they will 

teach safe use for pupils and students while on-line from home etc. 

 

In line with school policies that protect pupils from other dangers, there is a 

requirement to provide pupils with as safe an internet environment as possible and a 

need to each them to be aware of and respond responsibly to the risks. 

 

1. Why is internet use important? 

The purpose of internet use in school is to raise educational standards, to 

promote pupil achievement, wellbeing and to support the professional work 
of staff and to enhance the school’s management information and business 

administration systems. 

 

Internet use is a part of the statutory curriculum and a necessary tool for 

staff and pupils. 

 

Internet access is an entitlement for students who show a responsible and 

mature approach to its use. 

 

The internet is an essential element in 21st century life for education, business 
and social interaction.  The school has a duty to provide students with quality 

internet access as part of their learning experience. 

 

2. How will internet use enhance learning? 

The school internet access will be designed expressly for educational use and 

will include filtering appropriate to the age of pupils. 

Pupils will learn appropriate internet use and be given clear objectives for 

internet use. 
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Staff should guide pupils in online activities that will support the learning 

outcomes planned for the pupils’ age and maturity. 

Pupils will be educated in the effective use of the internet in research, 

including the skills of knowledge location, retrieval and evaluation. 

 

3. How will internet access be authorised? 

All pupils and staff are granted internet access.  A record will be kept if 

anyone’s access is withdrawn. 

Parents of children starting school will be given a copy of the acceptable use 

of internet policy.  Parents will be asked for consent for web publication. 

Primary pupils will not be issued individual email accounts, but will be 

authorised to use a group/class email address under supervision. 

 

4. How will filtering be managed? 

The ICT subject leader will review the popular permitted and banned sites 
accessed by the school. 

The school will work in partnership with parents, the LA, DCFS and 

EXA/Focus to ensure systems to protect pupils are reviewed and improved. 

If staff or pupils discover unsuitable sites, the URL (address) and content 

must be reported to the Internet Service Provider (EXA/Focus) via the ICT 

coordinator. (see section 6 for contact details). 

 

5. How will the risks be assessed? 

The school will take all reasonable precautions to ensure that users access 

only appropriate materials.  However, due to the international scale and 

linked nature of internet content, it is not possible to guarantee that 

unsuitable materials will never appear on a school computer.  Neither the 

school nor Gloucestershire County Council can accept liability for the 

materials access, or any consequences of Internet access. 

 

6. Managing Content 

 How will pupils learn to evaluate internet content? 
If staff or pupils discover unsuitable sites, the URL (address) and 

content must be reported to EXA/Focus (03333 442239) 

Schools should ensure that the use of internet derived materials by 

staff and by pupils complies with copyright law. 

Specific lessons will be included within the ICT Scheme of Work that 

teaches all pupils how to read for information from web resources. 

A nominated person will be responsible for permitting and denying 

additional websites as requested by colleagues. 

 How should website content be managed? 
The point of contact on the website should be the school address, 

school email and telephone number.  Staff and pupils’ home 

information will not be published. 

Website photographs that include pupils will be selected carefully and 

will not enable individual pupils to be clearly identified. 

Pupils’ full names will not be used anywhere on the website, 
particularly in association with photographs. 
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Written permission from parents or carers will be obtained before 

photographs of pupils are published on the school website. 

Where audio and video are included (e.g Podcasts and Video 

Blogging) the nature of the items uploaded will not include content 

that allows the pupils to be identified. 
 

 

7. Communication 

 Managing emails. 

Pupils may only use approved email accounts on the school system. 

Pupils must immediately tell a teacher if they receive offensive email. 
Pupils must not reveal details of themselves of others in email 

communication, such as address or telephone numbers, or arrange to 

meet anyone. 

Whole-class or group email addresses should be used at Key Stage 2 

and below. 

Pupils should use email in an acceptable way.  Sending images without 

consent, messages that cause distress and harassment to others are 

considered significant breaches of school conduct and will be dealt 

with accordingly. 

 

 On-line Communications and Social Networking 

Students/pupils will be taught about how to keep personal information 

safe when using online services.  Each year group will have specific 

ICT lessons dedicated to e-safety. 

The School will conduct regular pupil surveys (three yearly or ideally 

more often) about home use of ICT.  It will gauge the range of 

activities which pupils undertake and how safely they are using them, 

e.g keeping personal information safe, experiences of cyber bullying 

etc. 

The use of online chat is not permitted in school, other than as part 

of its online learning environment. 

 

 Mobile Technologies 
Appropriate use of mobile phones will be taught to pupils as part of 

their PSHE programme. 

Mobile phones are not permitted within the school.  Pupils/students 

will be asked to give them to the School Office at the start of the 

school day. 

 

8. Introducing the Policy to Pupils 

Rules for internet access will be posted in the ICT suite. 

Pupils will be informed that internet use will be monitored. 
All Key Stage 2 pupils will use the e-safety activities from the ICT Scheme of 

Work to help teach internet Safety. 
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9. Parents and E-Safety 

Parents’ attention will be drawn to the School E-Safety Policy in newsletters, 

the school prospectus. 

Regular information will be provided to parents about how to ensure they 

can work with the school to ensure this resource is used appropriately both 
within school and home. 

 

10. Consulting with Staff and their Inclusion in the E-safety Policy. 

All staff including teachers, supply staff, classroom assistants and support staff, 

will be provided with the School Internet Policy, and its importance 

explained. 

The school’s consequences for internet and mobile phone/PDA/Technology 

misuse will be clear so that all teachers are confident to apply this should the 

situation arise. 

All staff must accept the terms of the ‘Responsible internet Use’ statement 
before using any internet resource in school. 

Staff should be aware that internet traffic is monitored and reported by 

EXA/Focus and can be traced to the individual user.  Discretion and 

professional conduct is essential. 

Community users of the school’s ICT facilities must sign the acceptable user 

policy before being granted access. 

 

11. How will complaints be handled? 

Responsibility for handling incidents will be delegated to a senior member of 

staff. 
Any complaint about staff misuse must be referred to the Headteacher. 
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